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Paying bills online is commonplace for most people these days, however, Flint and other Michigan cities have had poorly functioning and degraded websites in which residents must use in order to recompense their housing statements. Paying bills should be quick and simple so everyone can participate and not have to worry about late payments, and many other issues with the current design that many homeowners can attest to. While addressing these concerns, the creation of an intuitive, modern, and effortless online and mobile service that everyone can use to simplify their bill paying process is the primary reasoning behind this application.
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INTRODUCTION
Flint residents currently face several issues with regards to their drinking water and bills. One of these problems is the poor setup and design of the interface for the online website for bill paying of water and property taxes. The online website is set up so poorly, that many residents would rather go to City hall to pay their bills, than try to figure out how to use the website. With our design we plan to make online transactions a lot easier, with automatic payments to make the bill paying process a lot more convenient and to avoid late fees. As of now the current website setup entails a user to click on a link that redirects them to another site, requesting a user to sign in or create an account. After sign in, the user must search for their address, which seems redundant, because if you have an account it should remember the address. Once the address is found then you can go through and enter the payment information for the selected address. This brings up another design flaw, because if a user was to click on the wrong address, then the bills for the wrong address could be getting paid. When using technology, typically its key objective is to make things easier for users, not to confuse them and make the process harder. As a team we decided to design a mobile app to enable Flint residents to easily pay their water and property taxes. To accomplish this, we surveyed and interviewed current Flint residents to get information on what they like about the current payment process, and what they would like to see changed about it. From this information, we planned and designed a new app and interface that will meet the design requirements using Balsamiq. Once finished with our first design we had potential users evaluate the prototype, then took that feedback to create our second prototype using the prototyping software Justinmind. We then performed a usability test and heuristic evaluation based off that prototype. The primary inspiration behind this app is to capitalize on mobile app popularity to help lessen the burden on residents when trying to pay their bills in the city of Flint. Eventually, we are hoping to expand to more cities that face this similar problem. 
Related work
With the number of smartphone users in the United States estimated to hit 270 million by 2020 [2], cities and municipalities are starting to realize the benefits of having their own smartphone app [8]. While Flint currently has a website where citizens can pay their bills, having an application would allow for easier and quicker payments, which has the added benefit of increasing revenue for the city. Due to the increased use of smartphones, studies have shown that the future of payments is in mobile development [11], and being able to adapt to this changing landscape will allow the city easier access to funds, and the citizens easier access to pay. With this widespread use of smartphones, the process of designing and developing mobile applications has moved out of the niche market and into commonality [4], and using tools that are readily available, anyone can build their own mobile application right on their smartphone. Currently, Flint residents can either travel to city hall, or use the city’s website to pay their water bill and property taxes. While many residents may not have any issue with going downtown or using the website, if they had the option to use an app that is both faster and easier, most would probably take it. Even though the adoption of mobile payment services has been slow, creating an app that is user-friendly and based on user feedback will help create a positive social influence, which will increase adoption speeds [7]. According to Nielsen [5], users download apps every day but not every application is used. In fact, some are never used, or are often deleted soon after being downloaded. Undoubtedly, mobile apps have become an integral part of user’s mobile experiences; people often spend an average of 30 hours per month on their mobile apps. According to research conducted by Google and Ipsos MediaCT [9], one in four installed apps is never used. However, by working with our stakeholders we can design an app that the users not only want to use but will continue to use. When designing a mobile payment application, the security, threats, and challenges of creating, maintaining, and protecting that application must be considered. Mobile payments, or using smartphones as a virtual wallet such as Apple Pay, Samsung Pay, and Chase Pay to make purchases, have grown in popularity since 2011, however, consumers are also increasingly concerned about their security when using mobile payment applications. 21 percent of respondents were reluctant to enter their payment card details into their smartphones, and 19 percent said they believed paying with their phones could lead to fraud in a survey from Accenture [1]. Mobile payment methods offered by major providers tend to be secure than physical cards or cash because mobile wallets use methods such as encryption and tokenization to mask account numbers when you pay on mobile, but, mobile payments are still not immune to intrusions. The three security threats to mobile wallets are malware, SSL/TLS vulnerabilities, and data breaches according to research conducted by Yong Wang, MobiSecServ, [10]. Cyber criminals use malware to remotely commandeer smartphones and other devices or steal user’ passwords and other private information. Malware infection typically results from an unwitting user clicking on a sketchy ad or a phony link sent by a malicious third party. Computers tend to be more vulnerable than cellphones, but mobile malware is a growing threat. Cybersecurity firm McAfee [10] reported in April that the number of mobile malware samples doubled in 2016 year-over-year. SSL/TLS vulnerabilities include successful attacks on a security protocol that is designed to protect users, which defies its purpose and jeopardizes the integrity, confidentiality and authenticity of information transmitted. Furthermore, no one is immune to data breaches because mobile apps collect a tremendous amount of personal data on users. Breaches usually begin with just a public copy of an application with bugs in the code that a hacker can reverse engineer and tamper with.
Methodology
To develop our mobile application, we investigated many different methods to gather information about our users. We considered the many options, and weighed the pros and cons of each. With one of our group members being a resident of Flint, we could see for ourselves how the current system works and understand the frustrations of the residents. A challenge we faced was not knowing how most residents were paying. We had thought that paying on the current website would probably be the most convenient way to pay but were unsure if the elderly or people who didn’t have access were using this method. Another problem was our application would be getting mixed up into resident’s personal information including: names, addresses and payment information this limited some of the information that we were able to generate. This made us realize that the best way to find out about the residents of Flint was to host interviews with those residents, while also offering an online survey that allowed people to stay anonymous. The survey was done online, and after a few days we had collected twenty-six completed surveys. For the interviews, we had five total participants, four males and one female with an average age of 41. The male participant’s interviews took place inside their homes, while the female participant was interviewed at their workplace. After gathering our research, we developed our first low fidelity prototype, found in Figure 1. This prototype was then evaluated by potential users using a cognitive walkthrough and informal user evaluation by going through certain tasks. 
FIndings
We were able to conduct five interviews with Flint residents, four males and one female. We were hoping to also meet a city official or clerk, but with the limited time we were not able to get that arranged. The results of our five participants can be found in Appendix 1. The questions were used to figure out if people liked the current website design and if they were open to a new application. What we found when conducting interviews was mostly on target with what we had thought coming in, but were surprised at some responses. Of the five interviews, only two used the current website. Both interviewees who used the website found it hard to use, but with enough time to figure it out, it was eventually manageable. Another person used to use the website, but found it so frustrating that they would rather go downtown than waste the time of using it. Everyone interviewed believed that having something better to pay their utility bills, like a mobile application, would make it easier and would use it if it worked. However one person did express some concern of having their information (payment, personal records) in an application, but still would be open to learn more about it. We also found that everyone would feel comfortable receiving notifications from a mobile application. Not everyone is always comfortable with this, but most agreed that it would help them remember better. We had a very interesting participant say that he would not just want to be reminded about a bill due date, but also a usage reminder. For example, you could set a water limit per month in gallons. Once you were close or hit the limit it would send you a reminder to slow down. Similarly, a notification would be sent when excessive use of water occurs in a short amount of time, helping residents quickly identify occurrences such as a burst pipe, even when not at home. Having a notification system like this could potentially help residents save money and prevent damage to their home. This type of notification was something we hadn’t thought of for the alert system, and a good option to explore further. During the interviews, participants were shown four different application designs. Surprisingly, none of the designs were liked in their entirety, however this helped us to narrow our design scope to create a well-rounded application.  For the survey, we received twenty-six responses. The survey had eight questions that were used to find out about how people were paying their water bill, the difficulty of that current process, and if they believed having a mobile application would better the experience of paying the utility bill. The results of our survey can be found in Appendix 2. Our data was pretty mixed, of all the people surveyed, they all paid the bill on the current website, and just over half of them (14) found the process neutral or worse as an experience. This contradicts our interviews, because all of those people believed that the process was difficult and our survey was pretty split down the middle between difficult and easy. Some more strange data we obtained was that 21 out of 26 people said that if a mobile application to pay bills existed they would use it, but it was also found that 18 people used websites over mobile applications. Overall, this data wasn’t extremely useful to us, although it did express that almost all people would be interested in a mobile application to pay utility bills. The data was so mixed and seemed to contradict itself in other questions, that getting a general basis from this won’t lead us in the right direction.
[image: Big.pdf]Low Fidelity Prototype
We made two versions of our prototype on Basalmiq. The first one we used larger icons and smaller text, the second one was based on a rectangular button style with icon and text being the same height. The second also included a calendar at the bottom of the main screen that we eventually found to be too small. Some other things we found were the colors didn’t make sense, missing details on the bill, e.g., cost per gallon of water, late fee penalties. Some of the wording was also confusing, e.g. “Amount to Pay” would make more sense as “Payment Amount”. Some widgets needed more meaningful titles, e.g. “Scheduling” to “Notifications”; these are two different things, but being represented as one. 
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Figure 1. The two designs we created. The second one was our main prototype that we used for evaluating.
High Fidelity Prototype
Our high fidelity prototype was made using Justinmind a wire framing software. This made it very easy to quickly add and change features according to the feedback we received during the user evaluations.
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Figure 2. The main dashboard of our high fidelity prototype using Justinmind.
Usability Test
This application is designed for the working, middle class person with in the age groups of early twenties to late fifties that regularly use their smartphone devices, In the hopes that as many individuals of these specifications will be able to utilize all the features of the CityPay application easily and efficiently. The representative users for our usability evaluation were, therefore, chosen because they met the above qualifications, were readily available, and consenting. They included the Jarrett family: Doug, Cathy, and Cortney; the Koffkey family: Kurtis and Christine; and the Beegle family: Michael and Angel. We had seven total users with four being in their mid-thirties, two in their late-fifties, and one user in her late-twenties complete several tasks using our Hi-Fi prototype and audio-recorded sessions.  These tasks included viewing bills, making payments, guest payments, setting payment alerts and reminders, viewing usage reports, and inspecting the customer support options. The user in her late-twenties was an experienced user and traversed the application effortlessly and efficiently in 45 seconds. She had suggested that the finished product contain a user’s manual in the support tab for users that do not wish to ask a representative for support. The four users in their mid-thirties had completed all their tasks in a timely manner on an average of 1 minute and 7 seconds. Two of these users suggested that the final product should contain icons along with the tab descriptions so that navigation within the application would be easier. One user suggested the use of strong security measures in the final product. Lastly, the two users in their late-fifties were also able to complete the tasks. One of the two struggled more than the other since they were unable to read all the words on the screen, which they suggested that either we increase the size of the letters or add the ability to increase text size as an option. When told of the possibility of icons being added to the final product both users agreed that it would help with navigation.
Heuristic Evaluation
After the usability evaluations had been completed, we proceeded to execute a heuristic evaluation in order to test its usability problems in the user interface (UI) design. We used the following nine principles to evaluate our system: simple and natural dialog, speak the user’s language, minimize user’s memory load, consistency, provide feedback, clearly marked exits and shorts, deal with errors in a positive manner, and provide help. After evaluating each principle it was determined that some of these design principles weren’t followed in our high fidelity prototype, including; minimize the user’s memory load, providing help and providing clearly marked exits. Some users suggested we added icons to ease navigation; this would help to minimize the memory load. Having a user manual inside the customer support feature could help aide in providing help, also errors were found to be dealt in a positive manner, however there isn’t any additional help when dealing with an error. Providing clearly marked exits were missing, currently some pages have back buttons while others only have home buttons. 
Discussion
Based off of our findings we believe that many parts of our system work very well with what we intended it to be. There are some areas that still need improvement, including overall design, guest pay, customer support, notifications and usage reports. Overall designs needs improvement, because during our evaluation we found that some users have trouble seeing the words on our application. We would like to add a function inside the app that allows users to increase the size of the text. This would make it easier for people to see. We would also like to add icons, this could also aide people who have trouble seeing the text, because they could use the icons if they were unable to read the text. The lack of clearly marked exits makes it difficult for users to navigate efficiently through the application. Currently some pages offer back buttons, while others offer home buttons. We would like to change this by instead of the home button, adding hamburger style navigation in the top left corner for quick navigation to the dashboard and the main features. Then also having back buttons on each page so that users don’t have to go all the way back to the dashboard when they only want to go back one page. Guest pay was also found needing some improvement. When coming up with the guest pay feature, we wanted it to be used like a separate account from the main homeowner’s account. However, it came out like the current website design where a user can just search for an address and pay that home’s utility bills. To change this, we want the homeowner’s account to allow a guest to sign up for a secondary account under that account. This would allow a guest to have their own account based off the main account, but would lack some features that the homeowner would have control over. When conducting our interviews, one respondent said he would like a notification if a pipe were broken. At first, we thought that this was a great idea, however we were unsure how to have the application know if a pipe were to burst. We now believe we have an idea of how to go about this, for example, we could have the application send a notification if there was a lot of water usage over a long period of time. The only problem with this is that the water meter would have to be read in real time, which currently is not possible in Flint. Usage reports could also use a quick fix. Currently a user can only compare two months together, we simply just want to make it so that multiple months can be compared together. 
Potential System
We have identified Flint residents, resident’s family, city officials, clerks, and web administrators as potential users for our system. With the potential tasks of making online payments, viewing bills, accessing customer support, viewing usage reports, notification system, guest pay and setting up automatic payments. Flint residents would be the main users of our system using all of the above tasks, resident’s family would use guest pay, city officials uploading bill information, clerks and web administrators helping customers through support. Based off our evaluation and our identified users and tasks we believe that system would work very well for the residents of Flint and potentially even more cities suffering from the same problems. 
CONCLUSIONS AND FUTURE WORK
After conducting our research and developing a couple prototypes, it shows that Flint residents are in need of this application to simplify their utility paying process. This process has taught us many things, most importantly that Flint residents have many struggles and a simpler way to pay their bills would be something to alleviate those some of those struggles. In the future we want to take our results form the usability test and heuristic evaluate to create a new prototype with the feedback provided. We would then build the front end of the mobile application in Android Studio and XCode. Mostly importantly we would need the proper information to handle the backend and data processing in the application, meaning how to get the information from the current website onto our application. After handling this process we would then want to pitch our idea to the city of Flint and hopefully get the approval to continue our work.
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APPENDICES
1. Interview Transcription
Flint Resident Interviews: (Redacted, Mr. Walwrath, Mr. Beegle, Mr. Gay and Lauren)
a) What system/method do you use to pay your utility bills? Please give a simple explanation.
i. I pay for all my bills online except for my water bills. I pay for my water bills at the Flint City Hall.
ii. I used to pay only in-person, But I save time by using the website.
iii. The website.
iv. I pay in cash, at the service center.
v. Check.
b) If you use the website, what do you think about it?
i. The website is terrible. It’s too broad and hard to find exactly what you’re looking for. Even finding your account is a pain. I don’t like the fact that they charge a fee to pay the bill. Two dollars for every hundred dollars, or something like that. It’s convenient to use but it is too hard to access, it’s too hard to use. 
ii. The website should be a one stop shop, but instead I find myself bouncing around from one website to another.
iii. I think the site is easy to use after figuring it out.
iv. I do not use the website.
v. N/A.
c) If you noticed any issues, what could be done to improve/change them?
i. Interviewee: The biggest thing for me is the city of Flint having an accessible website. I don’t know what the website is called but it is widely government based. I could go on there and pay for somebody else's bills if I wanted. That part about it is way too broad. I feel like I should be able to go on the website and access, even if it wasn’t just water if I wanted to go on there and see how much property tax I owe or my mom owes. It should just be the city of Flint. It eliminates the worry. When I get on there, I have to pick the state, county, city and then I have to pick the street. I should just be able to log in, set up an account and pay for my bills. 
Me: One of the things a member of my group has said is you could type in someone else's address and you could see their account, which is a security and privacy issue.
Interviewee: Yeah and also when I type in our address it will bring up my account and also older accounts too. I’ve clicked on [an older account] one time and could see how much they owed. I should be able to log on and see what I owe. If I log on Comcast or Consumers, with my username and password, it tells me what I owe. I don’t have to go and find my address, put my account number in and all that other stuff. 
ii. I think most of the issues are operator error, but if there were a simplified option or maybe some training offered I feel I could navigate it easier.
iii. Consumers uses email notifications which is really helpful, the website could use a text alert or email so that its easier to notice and remember.
iv. My issue is the workers at the service center are a bunch of dummies. Could give the workers at the secretary of state a run for their money.
v. N/A.
d) Do you think a mobile application would make it easier for you or others to pay their utilities?
i. Absolutely, especially with the youth. I’m getting older. All the times I’ve gone to go pay my water bills - I’m not saying young people don’t have to pay their water bills because then they wouldn’t have water - all the people there [Flint City Hall] are old people. I never see young people there. I just feel like that speaks volume. They are probably using the website, but are just as frustrated as I am. My wife and I talk about this all the time, we are thirty years old, we’re both working, she’s in school, I’m in school, our daughter is in school. We have moved so much and just having a mobile app would be great. It would be great to report usage [amount of water used] so I can tell my wife how much water she uses when she takes a shower. 
ii. I am not sure how comfortable I would be with my information being in an app. But if it makes it easier and quicker, I would at least be open to learn about it.
iii. Yes, it would be easier. Anything done on a phone is more convenient and notifications would be a benefit.
iv. I do not own a fancy phone. My phone is 6 years old and makes calls. That is all I need it to do. I get out of my house by paying my bills. I do mail some bill payments in by check for my credit cards.
v. Yes, it would be very beneficial and a lot easier to pay the bill.
e) Would you feel comfortable receiving notifications from a mobile application? Do you foresee any issues with this type of alarm system?
i. Yeah, especially it was a usage thing. Like setting limits. Once you hit this, hey, you got to shut the water off.  No, I think of any issues with it. Our pipe burst in the back, about a month ago. We were at work. If there was something like, oh you’re using a lot of water right now or something like that because we didn’t know the pipe was broken until we came home and I don’t know how long that pipe was broken for. We got home at five, so if it started at two, and we got a notification at 2:30 saying hey you’re using a lot of water, then at least I could have sent my neighbor to check what’s going on.
ii. I would feel better if it sent me notifications; I tend to be a little forgetful.
iii. Yes. If there are any issues with then I can just turn them off of my phone.
iv. N/A.
v. Yes, very comfortable. I wouldn’t have any issues with this, notifications can always be set to your preference.
f) Could you briefly describe what you like and dislike about the following applications?
i. I don’t really need the profile picture. I like how the buttons are laid out. I really like the menus. This one seems cluttered to me because I see different stuff on here. It seems like it is the actual payment, which that’s fine. (Points to the Secure Transaction label) I like to see that it’s secure. 
ii. I do not know any of the applications, but it looks like the text is small. I have trouble reading my phone screen already. But I do like that they seem to have the similar idea of showing you your bills on your phone.
iii. I like the display. It makes the information clear and easy to see what you need. It’s kind of boring to look at. I like the type of information displayed, the colors used, and the symbols. Don’t like the amount of info displayed. I really like the cleanness of this application. I do not like that there isn’t any descriptions of the bills or what the symbols mean. Needs more information. Like how colorful this application is and the symbols are easy to understand with the descriptions. Do not like the display, it’s kind of confusing. Should have used a different example.
iv. I dislike people that are lazy and need an expensive phone to do simple tasks like pay their bills. I never have been late on a payment or had my water shut off and I wouldn’t leave it up to my phone to oversee that it stays that way. So I don’t like any of the pictures I see. 
v. I like that it’s simple and has big text.  I like that it shows all bills in one place, but doesn’t show the total. I like that it’s an easy place to contact customer service. I like that you can send an invoice.
g) Of the four applications, is there a favorite? Could you briefly describe why?
i. I like the bottom left because of the menus. It’s nice and organized and easy to navigate. 
ii. My favorite is the last one. The buttons look nice and big. The options are different colors so I can remember what color means what if I have trouble reading my screen.
iii. The second example because I like the spreadsheet style and the layout of information.
iv. If I had to choose, I would pick the second one. I can view all my bills in the same place. I have a similar method I use to organize my bills on my kitchen table.
v. My favorite is the second, because it shows all payments and a monthly breakdown.
h) What would you improve or remove from your chosen application?
i. I know these are screenshots, but the only thing is the login. I would want to make sure it has a log in because I wouldn’t want anybody else looking at my account, especially when it comes to money transactions. But other than that, I really like menus. I like to be able to look and see where I am going.
ii. I would remove the grey words at the bottom. It seems like it could be hard to read for an old feller like me. Maybe make the words all dark for us with old eyes.
iii. Could have the information broken-down into layers. Hide the content of the bill until you click on it to see more information.
iv. I would improve the app by including the mailing address for where to send my checks or the building address on where to pay my bill. I prefer to pay all my bills in cash. 
v. I would add a total and remove the inbox.

2. Survey Results
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
image2.png
o e

Payments

Scheduling

Statements

Support

Profile





image3.png
éQ@ CityPay

Dashboard

Welcome John Doe!

Please choose from the options below

Payments

Notifications

Statements

Support

le





image4.emf
Q1 - Who pays the utility bills (water, property taxes)?
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Q2 - If you make the payment, how do you pay the utility bills?
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Q3 - How would you rate the process of paying the utility bills?
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Q4 - When paying online what's the most important features?Please allocate 100 points

to the below options:

# Field Minimum Maximum Mean Std Deviation Variance Count
1 One-click pay 0.00 80.00 38.00 22.95 526.54 26
2 Graphs of usage 0.00 40.00 16.08 10.68 113.99 26
3 Summary of bill 0.00 65.00 2750 14.63 213.94 26
4 Customer Support information 0.00 30.00 10.46 9.42 88.79 26

5 Budget planner 0.00 80.00 7.96 15.29 233.88 26
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Q5 - Please allocate 100 points to how often you use the following:

# Field Minimum Maximum Mean Std Deviation Variance Count
1 Website 0.00 100.00 69.73 33.12 1096.81 26

2 Phone application 0.00 100.00 28.58 32.59 1061.78 26
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Q6 - If it existed, would you use a mobile application to pay the utility bills?
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Q7 - In the past year, how many times have you forgotten to pay the utility bills?
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Q8 - If a mobile app existed to pay utility bills, do you believe that you would remember to
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